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Review of the Private Sector Provisions of the Privacy Act 1988 (Cth) (the Privacy Act)

Submission from Jane Halliday, President, Australasian Epidemiology Association 
The Australasian Epidemiological Association (AEA) is the region’s peak professional association for people with an interest in epidemiology. The AEA’s objectives include:

1) developing and promoting the discipline of epidemiology and other related disciplines, particularly biostatistics, in Australia and New Zealand;

2) encouraging high quality training programs in epidemiology and biostatistics;

3) providing a forum for presentation and discussion of epidemiological and biostatistical research;

4) cooperating with other health-related professional organisations in the maintenance of high standards of public health practice, teaching and research in Australia and New Zealand; and

5) ensuring epidemiological and biostatistical research and perspectives are adequately funded and supported in efforts to improve health and strengthen health services in Australia and New Zealand.


Thus the AEA has a strong interest in the Privacy Act review, specifically by ensuring that epidemiological and biostatistical research is able to support Australia’s public health requirements both now and in the future. 

The submission relates to Section 6 of the Issues paper - balance between privacy of individual and other social interests, effective planning and delivery of health services. This Section arises primarily from National Privacy Principle 2 which, since the review of the Commonwealth Act, December 2001 has led to review of State and Territory legislation.  

Maintaining individual privacy should not be seen in opposition to the health of the population and this conflict is often evident when epidemiologists need initially identifiable recorded data for the purposes of research or audit. The requirement for consent (retrospective in particular) of individuals in populations of interest, to allow access to their data, is more than often unable to be met. In situations where aggregate data only will be presented, and no individual will be able to be identified in any presentation of results, the procedure for gaining ethics approval to undertake record-linkage or record assessment research should be straightforward and streamlined.  

There is no doubt that ethics review is always necessary and guidelines in this regard are of paramount importance.  However, it must be noted that research using health information databases is observational and there is no experimental intervention nor possibility of physical harm. An excellent review article in The New England Journal of Medicine emphasises the need for access to recorded data if we are to have accurate information for many aspects of public health and socially important research. This paper refers to a study of patients at the Mayo Clinic in 1997 which found that 96% of the 214,000 patients provided authorization forms to use their medical records information for research if needed1. The idea of the possibility of ‘constructed consent’ arises from this finding whereby an ethics review board can determine that no reasonable person would object to the course being proposed. More recently, at a public meeting in 2002 in the UK, 93% of a mixed audience were in favour of there being no need for consent to access ‘medical records for non-commercial medical research that has no effect on the individuals being studied and has been approved by an accredited research ethics committee’2. 

The June 2004 survey (attached to the Issues paper) on Community Attitudes Towards Privacy in Australia showed that there is still confusion around privacy rights in the population. Intuitively, people understand that information provided by them should only be used for the purposes intended and individual consent should be provided. With regards to health information databases / registers and research, careful publication of research findings and public health outcomes in the popular media would help to increase understanding and acceptance of the use of health information. Community and individual concerns about data protection need to be addressed in public forums, highlighting the need for accurate and complete data for monitoring the health of the population, identifying high risk groups, and determining the effectiveness of treatment or prevention strategies. For this type of data we need to have access to initially identifiable record information, usually without informed consent.  

In the UK, the Data Protection Act 1998 has an exemption clause, section 33, for records-based research, providing specifically for retrospective research using existing records as long as no distress is caused, nor individuals identified in results or publications. A recent article highlights the problems that exist still in the UK in regards to research using current records and concludes that there is no right answer as to how to deal with access to data without informed consent.3 We in Australia are left in a worse situation because obstacles to use of retrospective data come in many forms. Requests for data are dealt with on a case by case basis utilising the NHMRC National Statement on Ethical Conduct in Research Involving Humans, Section 14 on Epidemiological Research. This means that researchers are subjected to the opinions of individuals on ethics committees and those advising them. 

In principle, Australian ethics review committees should feel confident that a decision to allow access to initially identifiable recorded data for epidemiological research without individual consent will be legal. Therefore, the current legislation needs to be changed to enable ethics committees to act in this way. Cooperation must be sought between individual jurisdictions and the Commonwealth to deal with this problem. [See Richie Gun’s submission for suggestions relating to how this may be achieved]. 

We urge the legislative review team to consider the specialised case for epidemiological research. 
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